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DATA PRICE™

* v °
Individual U.S. card number with expiration date and CVV2 (the $5-$8 ‘Ja})" u)ls LS)“)){‘QMS

three-digit number printed on back of card) (referred to as a CVV)

Individual U.S. card number with full information, including full $20-$60 C)_NQ)’)J)’ QL@_,,_S‘ )‘)‘L;
name, billing address, expiration date, CVV2, date of birth, . . *
mother's maiden name, etc. (referred to as a Fullz or Fullzinfo) .. PO
odl&w‘ 6L> a U~9 ).9 ¢
Dump data for U.S. card (the term “dump” refers to raw data such $60-$100 e
as name, account number, expiration data, and CVV encoded on

the magnetic strip on the back of the card)

Online payment service accounts $20-$300
Bank account login credentials $80-$700
Online account login credentials (Facebook, Twitter, eBay) $10-%$15
Medical information/health credentials $10-%20
1,000 e-mail addresses $1-$10
Scan of a passport $1-$3
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TABLE 5.4 NOTABLE EXAMPLES OF MALICIOUS CODE
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NAME TYPE DESCRIPTION

WannaCry Ransomware/  First appeared in May 2017. Exploits vulnerabilities in older versions of Windows

worm operating systems, encrypts data, and demands a ransom payment to decrypt them.

Cryptolocker Ransomware/  Hijacks users’ photos, videos, and text documents, encrypts them with virtually

Trojan unbreakable asymmetric encryption, and demands ransom payment for them.

Citadel Trojan/botnet  Variant of Zeus Trojan, focuses on the theft of authentication credentials and financial
fraud. Botnets spreading Citadel were targets of Microsoft/FBI action in 2012.

Zeus Trojan/botnet  Sometimes referred to as king of financial malware. May install via drive-by download
and evades detection by taking control of web browser and stealing data that is
exchanged with bank servers.

Reveton Ransomware Based on Citadel/Zeus Trojans. Locks computer and displays warning from local police

worm/Trojan alleging illegal activity on computer; demands payment of fine to unlock.

Ramnit Trojan/botnet  One of the most prevalent malicious code families still active. In operation since 2010,
but largely disappeared in 2015 after the botnet that spread it was taken down.
Reemerged in 2016 to become one of the most common financial trojans.

Conficker Worm First appeared 2008. Targets Microsoft operating systems. Uses advanced malware
techniques. Largest worm infection since Slammer in 2003. Used in 2017 in
conjunction with various ransomware attacks.

Netsky.P Worm/Trojan First appeared in early 2003. It spread by gathering target e-mail addresses from the
computers, then infected and sent e-mail to all recipients from the infected computer.
It was commonly used by bot networks to launch spam and DoS attacks.

Storm Worm/Trojan First appeared in 2007. It spread in a manner similar to the Netsky.P worm. Could also

(Peacomm, download and run other Trojan programs and worms.

NuWar)

Nymex Worm First discovered in 2006. Spread by mass mailing; activated on the 3rd of every month,
and attempted to destroy files of certain types.

Zotob Worm First appeared in 2005. Well-known worm that infected a number of U.S. media
companies.

Mydoom Worm First appeared in 2004. One of the fastest spreading mass-mailer worms.

Slammer Worm Launched in 2003. Caused widespread problems.

Melissa Macro virus/ First spotted in 1999. At the time, the fastest spreading infectious program ever

worm

discovered. It attacked Microsoft Word's Normal.dot global template, ensuring
infection of all newly created documents. It also mailed an infected Word file to the
first 50 entries in each user's Microsoft Qutlook Address Book.
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CHALLENGE

POSSIBLE IMPLICATIONS

Many loT devices, such as sensors, are
intended to be deployed on a much greater
scale than traditional Internet-connected
devices, creating a vast quantity of
interconnected links that can be exploited.

Many instances of loT consist of collections
of identical devices that all have the same
characteristics.

Many loT devices are anticipated to have a
much longer service life than typical
equipment.

Many loT devices are intentionally designed
without the ability to be upgraded, or the
upgrade process is difficult.

Many loT devices do not provide the user
with visibility into the workings of the device
or the data being produced, nor alert the
user when a security problem arises.

Some loT devices, such as sensors, are
unobtrusively embedded in the environment
such that a user may not even be aware of
the device.

Existing tools, methods, and strategies need to be
developed to deal with this unprecedented scale.

Magnifies the potential impact of a security
vulnerability.

Devices may “outlive” the manufacturer, leaving

them without long-term support that creates
persistent vulnerabilities.

Raises the possibility that vulnerable devices
cannot or will not be fixed, leaving them L’:”
perpetually vulnerable.

Users may believe an loT device is functioning as
intended when, in fact, it may be performing in a

malicious manner.

Security breach might persist for a long time
before being noticed.
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